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AN INTRODUCTION TO FAKE NEWS AND MISINFORMATION

Used with permission from CPTV's 
Fake: Searching for Truth in the Age of Misinformation

https://cptv.org/fake/
https://cptv.org/fake/


TOPICS COVERED
Terms to Know

Fake News

Misinformation vs. Disinformation

Deep Fake

Where does misinformation come from and how does it

spread?

How do you know if information is real or fake?

What should you do when you identify misinformation?



WHAT IS FAKE NEWS?

  https://guides.lib.umich.edu/fakenews  

has become a politically charged term

spreads quickly on social media partially because of the

ease of sharing

motivation for creating the content varies

encompasses more than just false news stories

News stories that are false:  the story itself is fabricated,

with no verifiable facts, sources, or quotes

https://guides.lib.umich.edu/fakenews


On 5 November 2016, the Denver Guardian web site published this article:
 
Walkerville, MD — An FBI agent believed to be responsible for the latest email leaks
“pertinent to the investigation” into Hillary Clinton’s private email server while she was
Secretary of State, was found dead in an apparent murder-suicide early Saturday
morning, according to police.  Investigators believe FBI agent, Michael Brown, 45, shot
and killed his 33-year-old wife, Susan Brown, late Friday night before setting the couple’s
home on fire and then turning the gun on himself. Brown was a 12 year veteran of the
Washington D.C. Metropolitan Police Department before spending the last six years in
the FBI.

EXAMPLE

https://www.npr.org/sections/alltechconsidered/2016/11/23/503146770/npr-finds-the-head-
of-a-covert-fake-news-operation-in-the-suburbs

1.6 million views
in 6 days!

https://www.npr.org/sections/alltechconsidered/2016/11/23/503146770/npr-finds-the-head-of-a-covert-fake-news-operation-in-the-suburbs


MISINFORMATION VS. DISINFORMATION

False or inaccurate
information that is
mistakenly or inadvertently
created or spread; the
intent is not to deceive

False information that is
deliberately created and
spread "in order to
influence public opinion
or obscure the truth"

https://www.merriam-webster.com/dictionary/disinformation



Created by Claire Wardle:  https://firstdraftnews.org/latest/fake-news-complicated/

https://firstdraftnews.org/latest/fake-news-complicated/


"We don't really
know what motivates
people to create
things like this, but
we do know that the
best of intentions are
often what fuel the
spread of viral
rumors."
--Peter Adams, 
News Literacy Project



WHAT IS A DEEPFAKE?

"typically used to refer to a video
that has been edited using an
algorithm to replace the person
in the original video with
someone else (especially a public
figure) in a way that makes the
video look authentic."

https://www.merriam-webster.com/words-at-play/deepfake-slang-definition-examples
https://www.washingtonpost.com/graphics/2019/politics/fact-checker/manipulated-video-guide/

Used with permission from CPTV's 
Fake: Searching for Truth in the Age of Misinformation

https://www.merriam-webster.com/words-at-play/deepfake-slang-definition-examples
https://www.washingtonpost.com/graphics/2019/politics/fact-checker/manipulated-video-guide/
https://cptv.org/fake/


WHERE DOES
MIS/DISINFORMATION
COME FROM?

to make money

satire/funny

poor/untrained journalists

partisans who want to influence

policy or beliefs

To find origins, you must look at
the author and the reason for
creating the information
Reasons may be:



sometimes designed to provoke

emotional response 

"seeded" in order to encourage

sharing 

Disseminated by bots

copy/paste

click and share

Engagement Bait

HOW DOES IT SPREAD?



HOW DO YOU TEST IF

SOMETHING IS REAL OR FAKE?

Lateral Reading

Critical Observation

Reverse Image Search

Geolocation



#1  LATERAL READING

  Open a new tab (CTRL-T)
  Turn the title of the article or key words
of a post into a question 
  Conduct a search 
Look through the results you get for a
credible source

fact-checking websites (Snopes,
FactCheck, Politifact)
legitimate news organization

1.
2.

3.
4.

a.

b.

Verifying what you're reading as you're reading it, 
by reading across multiple connected sites



BASIC INFORMATION HYGIENE

CTRL-T - Open new tab and check the information
Click Restraint 
Standards-based vs. User-based
Going "Upstream" - using captions/credits, date
ranges, advanced search functions to work your
way back to the source.



#2  CRITICAL OBSERVATION

Analyze an image and
look for clues as to
when and where it
actually took place

created by First Draft
firstdraftnews.org

https://firstdraftnews.org/en/education/curriculum-resource/2-assessment-observation/
https://firstdraftnews.org/


  Right-click on the image, select "Copy Image Address"                                      
 or, in Chrome, "Search Google for Image"
  Open a new tab to images.google.com and click on the camera icon in the
search bar.  
  Right-click and select paste.
  Read through your results (look for trustworthy, fact-checking sources!) to
determine if the original source was accurate

1.

2.

3.
4.

ACCORDING TO

WEBSITE +  DESIGN

#3 REVERSE IMAGE SEARCH
Just like a regular Google search, but
you search for the pixel patterns of
an image instead of for words.

https://twitter.com/SHADOWAEMEH/status/1120037150614065152
http://images.google.com/
https://twitter.com/SHADOWAEMEH/status/1120037150614065152


#3 REVERSE IMAGE SEARCH WITH MEMES

Requires a screenshot of
the image with words

excluded

 Use the Print Screen button.  Or,   
 on MAC - Shift + command +4       
 on Windows - windows + shift + S

1.

2.  Crop screenshot to include
only a portion of the image
3.  Save image 
4.  use Upload Image option on
Google Images



#4  GEOLOCATION
Use to verify claims about when and where an image was taken

verify what a location looks like
see how that location has looked over time
follow up on clues that might appear in an image

Use Google Street View (google.com/maps) to:



GEOLOCATION CHALLENGE

For further practice and information:  First Draft Geolocation Challenge, bellingcat.com, BBC
Africa Eye:  Anatomy of a Killing

  What business used to be in the location where Cafe Busy Bean is now?1.

 2.  Where was this
picture taken?
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https://firstdraftnews.org/en/education/curriculum-resource/test-your-verification-skills-with-our-geolocation-challenge/
https://www.bellingcat.com/
https://www.bbc.com/news/av/world-africa-48432122/cameroon-atrocity-what-happened-after-africa-eye-found-who-killed-this-woman


WHAT SHOULD YOU DO WHEN YOU 

ENCOUNTER MISINFORMATION?

Practice good information hygiene
PAUSE.  Question what you read, especially if you don't know the source.  Check
things out BEFORE sharing.  Think critically.

Confront misinformation
DON'T attack the person who shared it.  Ask them for the source.
Think - How would I want someone to correct me if I posted misinformation?
Be efficient - Has someone already posted a link to a fact-checking website?  If yes,
there's no need to pile on.
Be kind - Engage with the person first, information second.  Show empathy.
Before posting anything, know that you can't convince everyone, and you may
need to "walk away" without getting someone to agree with what you share

https://www.theopennotebook.com/2017/02/21/how-to-talk-to-your-facebook-friends-about-fake-news/
https://lifehacker.com/how-do-i-correct-someone-who-shares-false-information-o-474865633



FURTHER RESOURCES

PDF Downloads

http://factcheck.org/
http://snopes.com/
http://politifact.com/
https://www.washingtonpost.com/news/fact-checker/?noredirect=on
https://media.cptv.org/wp-content/uploads/2020/02/CTPublic-Guide-to-Fakes-and-Facts-2020.pdf
https://newslit.org/wp-content/uploads/2020/02/How-to-know-what-to-trust-DIGITAL-copy.pdf
https://newslit.org/


TEST YOUR MISINFORMATION IQ

Practice the skills you just learned and see how good
you are at spotting misinformation!

 
Take this FAKE NEWS AND MISINFORMATION QUIZ 

created by Laurie Finke, Reference Librarian
 

https://forms.gle/KjGHfyv27YeHLUsY8

https://forms.gle/KjGHfyv27YeHLUsY8
https://forms.gle/KjGHfyv27YeHLUsY8

